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Abstract—With the recent developments of Wireless Sensor Networks (WSNs), computing and communication
have experienced huge advancement. Meanwhile, security has not received the same attention to go along with
such developments. We focus on the source location privacy problem in WSNs, a hot research topic in security,
and propose a probabilistic source location privacy protection scheme (PSLP) for WSNs. A more powerful
adversary, which can use Hidden Markov Model (HMM) to estimate the state of the source, is considered in this
study. To cope with this type of adversary, phantom nodes and fake sources, which are responsible to mimic the
behavior of the source,are utilizedtodiversify the routing path.Then, theweight of each node is calculated as a
criterion to select the next-hop candidate. In addition, two transmission modes are designed to transmit real
packets. The simulation results demonstrate that the proposed PSLP scheme improves the safety time without
compromising the energy consumption.
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L.INTRODUCTION

Wireless Sensor Networks (WSNs) consist of numerous sensorconsists of service like information
authentication event awarenessand node charging These nodes play the role of microcomputer and are
distributed in various environments. There are a lot of data transmissions and communication behaviors
between nodes. So, such as data privacy and location privacy . Data privacy can be protected by
encryption algorithms while location privacy cannot be protected to the extreme. Due to the time
correlation in data transmission between two nodes, the adversary can infer location information through
analysis. From a time, correlation perspective, location privacy consists of the source location privacy and
the sink location privacy.

we focus on the source location privacy, which is an emerging research topic in the field of security.
There are many techniques, like secure routing , fake sources , phantom nodes , fake cloud , and
cluster.That can be applied to protect the source location privacy. We propose a probabilistic source
location privacy protection scheme (PSLP), which adopts phantom nodes and fake sources for the reason
that these two techniques can diversify the routing path. The steps of PSLP are as follows:

e Both phantom nodes and fake sources are integrated into the proposed PSLP, which enhance the
source location privacy.

o A more powerful local adversary, which can use Hidden Markov Model to estimate the state of
the source, is taken into consideration.

e Two data transmission modes are designed based on the distance between the source and the sink,
which further enhance the source location privacy.
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Il. BACKGROUND WORK

Many researchers have paid attention to the location privacy since Ozturk first proposed his concept .
Recently, location privacy has been widely researched in industrial wireless sensor networks , vehicular
ad-hoc networks , cloud computing , social network and so on.

Location privacy covers the source location privacy and the sink location privacy. we focus on the source
location privacy protection. Manjula et al. used virtual sources to protect the source location privacy . In
their scheme, a routing technique was proposed to maximize the safety time. By adding random walk into
the routing process, nodes in non-hotspot areas participated in the establishment of multiple routing paths.
Hence, the safety time increased without influencing the network lifetime.

We proposed two algorithms using fake sources to protect the source location privacy . In the first
algorithm, fake sources were dynamically deployed around the sink. Then, the sink used flooding to select
fake sources. This algorithm can provide a good source location privacy at the expense of the huge energy
consumption. To cope with this, another algorithm called dynamic single path routing algorithm
(DynamicSPR) was proposed.

To considered a more powerful adversary and proposed a privacy enhancing routing algorithm to protect
location privacy . In their research, a global adversary using Bayesian maximum-a-posteriori (MAP)
estimation strategy tried to monitor the communication between nodes. Then, a decision-making
framework was put forward to reduce the adversary’s detection probability. Finally, the problem was
converted into the adjustment of parameters.

We focused on the energy utilization rate in WSNs while maintaining the source location privacy. They
proposed a redundancy branch-based source location privacy scheme. In their scheme, many redundancy
branches were generated from the source to the sink. The number of branches was determined by the
energy collected by nodes.

To proposed a constrained random walk mechanism. In their mechanism, a next-hop candidate selection
domain was generated based on the offset angle of current node’s neighbors and the danger distance,
which made the selection domain look like an ellipse. Then, the weight of each node in the domain was
calculated by the ratio between a current node’s offset angle and the sum of total offset angle.

An utilized phantom nodes and proposed a limited flooding algorithm to protect the source location
privacy . The limited flooding was performed by the source to get the information of nodes in the limited
flooding area. Then, nodes on the edge of the limited flooding area were chosen as phantom nodes to
simulate the function of the source.

proposed a scheme using random intermediate nodes and ring to protect the source location privacy. First,
the authors introduced the criteria to quantitatively measure the source location information leakage.
Then, to reduce the leakage probability, random intermediate nodes were added to make the routing path
disperse.

In this scheme, the sink was located in the center of the network and regions were generated around the
sink. The transmission between regions was implemented by a set of relay nodes which were selected
strategically. These strategic relay nodes took up two regions and were responsible for forwarding packets
to the sink.

considered the source location privacy against a new type of adversary in . The adversary model had two
properties, global and local. Under normal circumstances, the adversary was a local adversary. When a
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potential area where the source may stay was located, the adversary became a global adversary in this
area. To cope with it, a message mapping sharing method was presented and a cloud containing many
dummy packets was created around the source to hide the location.

Considering the time correlation during the transmission between sensor nodes, Mayank et al. used the
data mule to protect the source location privacy . Data mule worked as the mobile data collection unit and
collected data when the source was in its communication radius. In this condition, the source location
privacy was changed into the protection of the mule’s moving track. Then, the authors proposed three
extended versions of angle-based scheme to protect the source location. However, since the mule moved
grid by grid, the protection of the mule was not given enough attention. There was still a lot of research
space in reducing the time correlation.

lll. PROPOSED WORK

o . we focus on the source location privacy protection. In their scheme, a routing technique was
proposed to maximize the safety time. By adding random walk into the routing process, nodes in
non-hotspot areas participated in the establishment of multiple routing paths. Hence, the safety
time increased without influencing the network lifetime.

e proposed two algorithms using fake sources to protect the source location privacy [8]. In the first
algorithm, fake sources were dynamically deployed around the sink. Then, the sink used flooding
to select fake sources. This algorithm can provide a good source location privacy at the expense
of the huge energy consumption. To cope with this, another algorithm called dynamic single path
routing algorithm (DynamicSPR) was proposed.

Source B O

Fig. 1: The Panda-Hunter model.

IV. RESULTS AND DISCUSSION
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In this section, four metrics are evaluated in the simulation, namely, the safety time, the energy
consumption, the network lifetime, and the transmission delay. First of all, we give the definition of each
metric. The safety time is the difference between the time when the source sends the first packet and when
the adversary finds the source’s location. To be more specific, we use the hop count of backtracking taken
by the adversary to represent the safety time. The energy consumption represents the average energy
costed per simulation run. As control packets only take up very little energy, so we ignore this part and
mainly focus on the energy consumption during packets transmission. The network lifetime refers to the
time difference between the network establishment and the death of the first node. The transmission delay
means the average packet transmission and the data processing time per simulation run.

PSLP is compared with two other schemes, which are the dynamic single path routing algorithm
(DynamicSPR) [8] and the enhanced protocol for source location protection (SLPE) . DynamicSPR uses
fake sources to protect the source location, while the SLP-E adopts phantom nodes to implement this.
These two methods are integrated in PSLP.

The longer the safety time, the safer the network is. As two cases and fake sources are taken into
consideration (as mentioned in Section V), the safety time is different on both sides of the threshold T
between the source and the sink, which looks like a split point. As shown in Fig. 1, when the hop count
between the source and the sink is five (which is the pre-set threshold), there is an obvious decline. This is
because the transmission of packets changes when the hop count is larger than five. When the hop count
is larger than five, the next-hop candidate is selected by the weight of nodes, so the safety time is
stabilized due to the fact that packets are routed towards the sink.
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Fig.2: Safety time versus various hopes between the source and the sink

communication radius. When the hop count is larger than five, nodes on the routing path are selected by
the weight and, therefore, the energy consumption is stabilized. When the hop count is less than five, the
randomness of the selection of phantom nodes makes the energy consumption fluctuate. In addition, the
weight is considered in the selection of the nexthop candidates, and as a result each node’s next-hop
candidate may change. So the energy consumption is balanced in each node.
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Fig.3: Average energy consumption versus various hopes between the source and the sink

Infigure 3 shows the energy consumption per simulation run. The X and Y axes are the network side
length in meter, while the Z axis is the residual energy of each node per transmission in Joule. The white
area indicates that the node has consumed energy, which are responsible for the transmission from the
source to the The 3-D residual energy distribution of two transmission modes is presented in Fig. 3.
Considering there are two transmission modes in PSLP.
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Fig.4: Network life time of three schemes

V. CONCLUSION
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We focused on the source location privacy, a research hotspot in security, and proposed a
probabilisticsourcelocation privacy protection scheme(PSLP) based on WSNs. A powerful adversary
which utilizes Hidden Markov Model (HMM) is considered in this study. To cope with it, phantom nodes,
fake sources,

and weight are adopted to changethepackets’ transmission directions.Considering the distance between
the source and the sink, two types of routing modes are designed. Compared with DynamicSPR and
SLPE, the simulation results demonstrate that the proposed PSLP achieves a high safety time and
balances the energy consumption of each node. Future studies will concentrate on protecting the source
location by reducing the adversary’s monitoring probability and secure communication among nodes.
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