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Abstract

Contrasted with the past, improvements in PC and correspondence innovations have given broad and
propelled changes. The use of new innovations give incredible advantages to people, organizations, and
governments, be that as it may, messes some up against them. For instance, the protection of significant
data, security of put away information stages, accessibility of information and so forth. Contingent upon
these issues, digital fear based oppression is one of the most significant issues in this day and age. Digital
fear, which made a great deal of issues people and establishments, has arrived at a level that could
undermine open and nation security by different gatherings, for example, criminal association, proficient
people and digital activists. Along these lines, Intrusion Detection Systems (IDS) has been created to
maintain a strategic distance from digital assaults. In this paper, this problem is solved by proposing a
intrusion detection system through ML models with majority voting technique using Random Forest,
Decision Tree, Logistic Regression, Support Vector Machine to detect the attack in network using
specific parameters with high accuracy and efficiency.
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1.Introduction

Today, political and commercial entities are increasingly engaging in cyber-attacks to damage, disrupt,
or censor information content in computer networks. In designing network protocols, there is a need to
ensure reliability against intrusions of powerful attackers that can even control a fraction of parties in
the network. Traditional intrusion detection and prevention techniques, like firewalls, access control
mechanisms, and encryptions, have several limitations in fully protecting networks and systems from
increasingly attacks like denial of service. most systems built based on such techniques suffer from high
false positive and false negative detection. Firewall only controls every access from network to network,
which means prevent access between networks. But it does not detect in case of an internal attack. In
recent days, cyber-security and protection against numerous cyber-attacks are becoming a burning
question. The main reason behind that is the tremendous growth of computer networks and the vast
number of relevant applications used by individuals or groups for either personal or commercial use,
especially after the acceptance of the Internet of Things (loT). So, it is obvious to develop accurate
defense techniques such as machine learning-based intrusion detection system (IDS) for the system’s
security in general, an intrusion detection system (IDS) is a system or software that detects infectious
activities and violations of policy in a network or system. An IDS identifies the inconsistencies and
abnormal behavior on a network during the functioning of daily activities in a network or system used
to detect risks or attacks related to network security, like denial-of- service (Dos). An intrusion detection
system also helps to locate, decide, and control unauthorized system behavior such as unauthorized
access, or modification and destruction.

2.Literature Review

The following research papers were referred by us before doing our project. While referring each of
these papers we have come across various different findings discussed below.
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Title: Port Scanning techniques and the defense against them.

Author: R. Christopher

Title: Practical automated detection of stealthy port scans.

Author: S. Staniford, J.A. Hoagland, J.M. McAlerney.

Title: Combined analysis of support vector machine and principle component analysis for ids.
Author: M.C. Raja, M.M.A. Rabbani

Method Used: support vector machine.

Title: Anomaly-based intrusion detection system through feature selection analysis and building hybrid
efficient model.

Author: S. Aljawarneh, M. Aldwairi, M.B. Yassein.

Method Used: knn, support vector machine, decision tree.

3 Problem Definition

The continuous attacks in network, protection of significant data, security of put away information
stages, accessibility of information and so forth. upon these issues, digital fear is one of the most
significant issues in this day and age. Digital fear, which made a great deal of issues in people and
establishments. To overcome this problem by using machine learning algorithms with intrusion detection
system has been created to maintain a distance from digital attacks.

4. Methodology

While implementing the project, the following steps were implemented in order to achieve the results.
Data Cleaning and Preprocessing

One of the first steps is to make sure that the dataset we are using is accurate. The dataset should not
have any missing values and if the dataset does have missing values, they should be replaced by the
appropriate values. The data should also be checked to see if there is a normal distribution for its features.
The outliers should be removed.

Feature Selection

It is important that we select only those features that will be necessary to determine the type attack class.
For this, we have created a correlation matrix that shows the linear relationship of a feature with every
other features. If features are highly correlated then that feature should be dropped.

Model Building

The next step is building the machine learning model. While building the machine learning model, first
we need to split our dataset into 2 parts i.e.: training data and test data. We have split the data in the ratio
of 80-20. Taking the training data, we apply our machine learning algorithms on the features of the
dataset. We have used 4 machine learning algorithms on our training dataset and the algorithms that
gives us the highest accuracy will be selected for recommendation.

Architecture diagram of our machine learning model
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In the next step, we have built a Ul for a user to input his data. so that once he enters the information in
the intrusion detection system such as last flag, logged_in, connection status, count, serror_rate etc., the
model will process the data and will gives the results of which type of the attack class occurred in the
network.

Below is a screenshot of the Ul is the intrusion detection system.
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Network Intrusi

After putting the values by the user, we get the results of the attack class in the way mentioned below

5. Dataset

The dataset for this topic was taken from Kaggle.

6. Machine Learning Algorithms Used

Random Forest

Random Forest is a supervised ensemble machine learning algorithm used in both classification as well
as regression problems. It contains various decision trees and an average of it is taken so as to give the
output

Decision Tree

Decision Tree is one of the most popular machine learning algorithms used mostly in classification
problems but can also be used for regression type of problems. The working of it is based on a simple
technique, wherein a yes/no question is asked and according to the answer the tree is split in smaller
nodes.

Support Vector Machine:

put the new data point in the correct category in the future. This best decision boundary is called a
hyper plane.

Logistic Regression

It is one of the simplest algorithms in machine learning. It is used for solving classification problems. It
uses a sigmoid function to mathematically calculate the probability of an observation and accordingly,
the observation is then put into its respective class.

7. Results

The algorithms we have used are Decision Tree, Random Forest, Logistic Regression, Support vector
machine. After implementing the algorithms on our dataset, we can see that Random Forest and Decision
Tree gives us the highest accuracy out of all the algorithms.

8. CONCLUSION

Nowdays, everyone are using internet so security is very important. If they know any attack is happened
or not, like if attack is happened further actions in order to provide a security will be taken.

We are using machine learning algorithms like random forest, decision tree, logistic regression, support
vector machine to train the machine regarding attacks. So that we are giving information regarding
attack. By using dataset we are going to predict whether cyber attack is done or not. Using the higher
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accuracy rate algorithm that helps to predict best results for the early and efficient detection of the cyber
attack in the network
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