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Abstract: Searchable Encryption (SE) schemes provide security and privacy to the cloud data. Then the 

existing Searchable Encryption approaches enable to the multiple users to the perform by search operation by 

the using various schemes and like the Broadcast of Encryption, Attribute Based Encryption, etc. By However, 

these schemes do not allow to multiple by users to perform of the search operation to over of the encrypted of 

data of multiple owners. By some of the Searchable of the Encryption schemes is involve by a Proxy Server is 

that can be allows to multiple of users to can perform of by the search and the operation. Then however these 

approaches is incur to the huge of the computational and also burden on that the proxy server is to be due to the 

repeated and of the encryption of that the user queries for that transformation of purpose so that as to be ensure 

of that users of to the query is to searchable and that over ofthe encrypted data into the multiple of the owners. 

 

I. Introduction 

Searchable Encryption schemes in support search operation efficiently only in a single owner and single user 

environment. Various schemes like BE, ABE support search operations in a single owner and multi-user 

environment.  Some SE schemes  involve a third party entity like Proxy Server (PS) , whose job is to transform 

each individual data owner’s index into a common index and also to transform each users query into a common 

query such that any user can search over any owner’s data. 

 

II. Related work  

The first SE scheme was proposed by using symmetric key encryption algorithm. SE by public key based 

approach was proposed by using Identity-Based Encryption (IBE). These approaches support search operation 

in a single owner and a single user environment, which allows only a single user to perform the search operation 

over the data of single owner. BE scheme allows multiple users to perform the search operation over the 

encrypted data. Another scheme supporting multiple users’ search operation is proposed by using CP-ABE. 

Keyword authorization based approach in supports search operation by multiple users. All these schemes 

support search operation in a single owner and multi- user environment, which allows the multiple users to 

perform the search operation over the encrypted data of a single owner. Multi-Keyword Ranked Search 

approach over the data of multiple owners is proposed. This approach supports search operation in a multi-

owner and multi user environment, which allows multiple users to perform the search operation over the data of 

multiple owners. It incorporates Proxy Server (PS), which is responsible for transforming each owner’s 

encrypted index into a common index and also each user’s trapdoor into a common trapdoor such that any user 

can search over any owner’s index. As the queries frequently undergo transformation each time the user issues 

them, this approach incurs huge computational burden on  PS due to the repeated transformation of queries 

again and again. 
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III. Proposed work  

Searchable Encryption schemes provide security and privacy to the cloud data by storing data in encrypted form 

while enabling search over encrypted data. Searchable Encryption schemes in support search operation 

efficiently only in a single owner and single user environment. Various schemes like BE, ABE support search 

operations in a single owner and multi user environment. Some Searchable Encryption schemes involves a 

proxy server that allows multiple users to perform the search operation. 

 

       Figure.1: Architecture 

 

IV. Experiment Results  

The proposed approach is implemented using MATLAB and tested over 5000 documents of RFC data set .The 

correctness of the results is found by comparing the results of the proposed approach with a naive method, 

which guarantees the 100% accurate results. 

Naive Method: 

1. The number of data owners is fixed and the data users are restricted to be one of the data owners. 

2. Data users are authorized to access only certain documents and the index maintains this information. Each 

data owner/user has both private key and a public key. 

3. Each document has its own index. For every unique keyword in the document, the index has one column for 

each data owner to store the encryption of the keyword done using the public key of that data owner. The TF- 

IDF score for each keyword is calculated and stored in the index. 

4. During search operation, query is encrypted using query initiators public key. 
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                      Fig 2: Searching time and comparison of method and proposed 
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                            Fig 3: Efficient privacy preserved data query over ciphertext in cloud  

 

V. Conclusion  

A Proxy server based approach for supporting search operation over the data of multiple owners is proposed.  

Different from the existing approaches, the data user’s query in this approach can be used to search over the 

multiple owners’ data without transforming the query. In order to bypass the query transformation, the idea of 

partial encryption is used, i.e., half of each of the both index keyword and query keyword are encrypted by using 

the secret key of the data owner and the data user respectively and the other half of the index keyword and query 

keyword is encrypted by using common secret key of the proxy server. The experimental results confirm that 

the proposed approach is efficient. Future work could be to include a module for addition and revocation of data 

users and also to enhance the security functionalities of the proposed approach. 
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