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Abstract 

Authentication of the finger veins, it is a modern biometric approach it is implemented in such 

a way in order to make use of personal recognition vein patterns within one's fingertips. 

Vein variations vary from one individual to the other, as they are hidden under the skin surface 

forgery is extremely difficult. Such special features of the identification of finger vein patterns 

sets it apart from previous biometric types and have driven Japan's major financial 

institutions to embrace it like theirs most recent   security    technology. The paper explores the 

finger vein technology and implementations, along with the relevance of semi-conductor 

Devices in its future growth. 

The identification of a particular person is determined by assessing the  

correct behavioral and physiological characteristic an individual in a recognition inquiry and in 

comparison to their details with the biometric reference data that had been saved during a 

learning procedure. 
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1. INTRODUCTION 

Bio-metrics distinguishes human beings by their physiological, behavioral and biological 

features, it can be split into two groups at large:    1. Physiological bio-metrics    2. Behavioral bio-

metrics. 

Bio-metrics in physiology are those that distinguish individuals from physiology or biological 

features such as face, iris, fingerprint, finger vein, hand geometry etc. whereas in comparison 

behavioral biometrics are the ones that distinguishes. 

Individuals through human behaviors such as   handwriting, signing, or recognition of speech. 

The drawbacks of fingerprint technology have led scientists to think what lies beneath the skin. 

There are blood vessels that are different to individuals (even in twins) and these differences has 
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provided a modified bio-metric finger vein-based system. Verifying a sample of one input finger 

requires only about 0.8 seconds. 

2. LITERATURE SURVEY 

Vein ID reflects biometric authentication device that is in line with vascular pattern in the vein 

pattern of a person to the data obtained beforehand. In the year 2005 method of finger vein IDs is 

created and copyrighted by Hirachi. An individual puts a digit into a terminal holding an attester a 

diode-emitting Near Infrared Light (LED) and a CCD camera to get the Database Record sequence. 

The hemoglobin present in the human blood captivates near infrared LED light which results in the 

appearance of venous system as dark patterned lines. The camera captivates the image, and it 

digitizes, certifies and sends the raw data to a registered image database. 

 

Figure 2.1 Vein Pattern 

Biometric technologies are becoming the backbone of a wide variety of highly secure solutions 

for identification and personal verification. The need for highly secure personal verification and 

identification technologies are becoming evident as the level of vulnerability and transaction fraud 

grows. The identification of a particular person is determined by assessing the correct 

behavioral and physiological characteristics of an individual in a recognition inquiry and  cross 

checking these data with the reference to biometric data that had been saved during a learning 

procedure To identify a person in a security systemit is important to crosscheck their characteristics 

with a databank, this would draw a biometric point and    measure the distances between them in 

order to determine the biometric characteristics of the  individual to be  identified. 

Biometrics is, for the scientist, the scientist of calculating the physical properties of living bein

gs and, for the computer, the automatic identification of         people with reference to 

their behavioral and physiological properties. 
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3.WORKING 

The identification and authentication of finger vein technology is divided into 4 categories:          

  1) Image acquisition   2) Pre-Processing 3) Extraction 4) Matching 

3.1. Image acquisition: 

Image acquisition, primary stage in FVR in which the image of the finger vein is obtained 

using NIR (near infrared) light in the illumination transaction process. 

The acquisition system is composed of an NIR finger placement assembly part, and a pre-

processor camera with load-coupled device (CCD) is then used to get a finger vein image. When a 

finger’s vein captivates infrared light, it captures a shot of the finger's vein. 

For finger vein image acquisition three methods are commonly used: 

1.  Method of light transmission 

2. Method of light reflection  

3.  Method of two-way radiation 

3.2. Pre-processing: 

The part of an image captivated by the camera is cut in image processing and the remaining 

part of it is removed. The cropped portion of that picture is enhanced to get the veins clearer. The 

information through the image sensor system should be pre-processed before the feature extraction 

stage. The purpose of pre-processing images is to provide a robust Region of Interest (ROI) image 

for extracting the required features 

 

. 

 

 

 

Figure:3.2.1 working illustration 

3.3. Extraction: 

Venous separation from the context is an important step in vein identification. The finger-vein 

obtained with the NIR spectroscopy appears to be darker than the finger region. The finger pattern 

is derived by measuring different parameters such as: length of the vein, weight, location, pixels & 

vein intersection. They're stored as models featured. 



Juni Khyat                                                                                 ISSN: 2278-4632 

(UGC Care Group I Listed Journal)                             Vol-10 Issue-5 No. 3 May 2020 

Page | 37                                                                                                        Copyright ⓒ 2020 Authors 

 

 

Figure 3.3.1 vein feature extraction 

3.4. Matching: 

Through software, consumer would need to record their vein pattern in the database. There are 

two types of errors in matching them: - 

1. False rejection rate: which argues genuine pair as impostor. 

2. False acceptance rate: that claims a genuine imposture pair. 

     FRR+FAR=ERROR  

This methodology is the final recognition step to determine if an input 

image is real or an imposer for an enrolled image, that produces a corresponding ranking. 

4.FLOW CHART 

The following is the flowchart used to explain the working. 

 

 

 

 

 

 

Fig:4.1 Flow chart of the working  

The fingers which is presented for the recognition of topics are concurrently enabled to 

webcam and infrared camera as exemplified through the device. 
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The hand of the dorsal finger is revealed to Near infrared frontal illuminators with light-emitting 

diodes with radiation of 850 nm wavelength, whereas the front surface remains completely in the 

contactless place with both of the imaging cameras.  

The finger-vein and finger-texture images are required uniformly using the switching 

device/hardware that can turn rapidly on the infrared illumination. 

The occurrence of near infrared illumination on     the dorsal surface of the finger, which is absorbe

d in the blood by the braces of arteries and veins. 

The higher the coefficient of scattering the more adjustments are taken the route of infrared 

blood emission than those resulting from the surrounding the tissues. 

As a result, the resulting darker appearance of finger vein patterns is scattering from infrared illumi

nation rather than absorption. 

5.CONCLUSION 

Recognition of palm vein patterns is an easy-to-use biometric technology with a high degree of 

protection and precision. The technology is making headway traction yet is still costly and fairly 

ineffective, as it isn't yet internationally marketed. Finger vein authentication provides Contact-less 

authentication and a non-invasive and hygiene approach, thus fostering consumer adoption at high 

levels and encouraging consumer adoption at high levels.  

REFERENCES 

[1] Miura, N., Nagasaka, A.: Feature extraction of finger-vein pattern based on repeated line tracking 

and its application to personal identification. Machine Vision and Applications, 15(4): 194-203, 

2004. 

[2] Hashimoto, J.: Finger vein authentication technology and its future. In Proceedings of the VLSI 

Symposium on Circuits, PP: 5-8, Honolulu, HI, 2006.  

[3] Kono, M., Ueki, H., Umemura, S.: A new method for the identification of individuals by using of 

vein pattern matching of a finger. In Proceedings of the 5th symposium on pattern measurement, 

PP: 9-12, Yamaguchi, Japan, 2000. 

[4] Yanagawa, T., Aoki, S., Ohyama, T.: Human finger vein images are diverse and its patterns are 

useful for personal identification, MHF Preprint Series, Kyushu University, pages 1–7, 2007. 



Juni Khyat                                                                                 ISSN: 2278-4632 

(UGC Care Group I Listed Journal)                             Vol-10 Issue-5 No. 3 May 2020 

Page | 39                                                                                                        Copyright ⓒ 2020 Authors 

 

[5] Miura, N., Nagasaka, A., Miyatake, T.: Extraction of finger-vein patterns using maximum 

curvature points in image profiles. IEICE Transactions on Information and Systems, E90-D (8): 

1185–1194, 2007. 

[6] Kumar, A., Zhou, Y.B.: Human identification using finger images. IEEE Transactions on Image 

Process, 21(4): 2228–2244, 2012.  

[7] Yang, L., Yang, G.P., Yin, Y.L., Xi, X.M.: Exploring soft biometric trait with finger vein 

recognition. Neurocomputing, 135: 218-228, 2014. 

[8] Ton, B.T., and Raymond N.V.: A high quality finger vascular pattern dataset collected using a 

custom designed capturing device. In Proceedings of International Conference on Biometrics, PP: 

1-5, Madrid, Spain, 2013. 

[9] Lee, E. C., Jung, H., Kim, D.: New finger biometric method using near infrared imaging. Sensors, 

11 (3): 2319–2333, 2011. 

[10] http://www.ijcstjournal.org/volume-3/issue-5/IJCST-V3I5P37.pdf 

[11] https://www.researchgate.net/publication/308128095_A_Review_of_Finger-

Vein_Biometrics_Identification_Approaches 

[12] http://mla.sdu.edu.cn/__local/D/3E/C1/7B63ABDD95754BCC4B754F10961_95179561_71B76.

pdf 

 

 

 

 

http://www.ijcstjournal.org/volume-3/issue-5/IJCST-V3I5P37.pdf
https://www.researchgate.net/publication/308128095_A_Review_of_Finger-Vein_Biometrics_Identification_Approaches
https://www.researchgate.net/publication/308128095_A_Review_of_Finger-Vein_Biometrics_Identification_Approaches
http://mla.sdu.edu.cn/__local/D/3E/C1/7B63ABDD95754BCC4B754F10961_95179561_71B76.pdf
http://mla.sdu.edu.cn/__local/D/3E/C1/7B63ABDD95754BCC4B754F10961_95179561_71B76.pdf

