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Abstract— With the prevalence of private cloud, how to 

safeguard the private cloud network security has turned 

into the focal point of an ever increasing number of 

endeavors. The venture data security framework 

requirements to incorporate the data security 

development into the foundation development. Endeavor 

private cloud network security circumstance is, what is 

going on administration designing issues, and any 

private cloud weaknesses might prompt loss of motion of 

the whole organization. This paper takes the essential 

organization security circumstance, enormous 

information security, private cloud network security 

circumstance as the passage point, examines the 

important assessment lists, and lays out the assessment 

framework model and other key advancements, explains 

on the private cloud network security circumstance in 

undertakings.Keywords-private cloud; network security 

situation awareness; big data 

I. INTRODUCTION 

With the rapid development of Internet plus, the 
attacks of hacker are increasing, the security of the 
large infrastructure enterprise system and 
communication system is also facing more risks. The 
most important form is network virus. Hackers can 
steal information, which can result the paralysis of 
enterprise internet. However, defense can not 
completely protect the data of enterprises, the most 
effective defense method is warning, the security 
research of the enterprise network situation is an 
important issue at the moment. Enterprise network 
security situation research is based on the security 
status of enterprise information, and combined with 
the historical security events of the enterprise [1]. It 
can prediction the period security state information of 
the enterprise, and grasp the real security situation of 
enterprise information. 

II. THE INTERNET NETWORK SECURITY 

Network security situation is a macro response 

to 
network operation, which reflects the past and 
current situation of the network, and predicts the 
possible network state in the next stage [2]. It mainly 
collects data through network monitoring equipment, 
network physical equipment and other network 
equipment, through the data processing, numerical, 
icon and other ways to respond the actual operation 
of the network. 

A. Network Security Situational Awareness 

Network security situation is a comprehensive 
research topic. It mainly contains three levels. First, 
deal with the massive network data, display network 
security situation with graphics. Secondly, the data are 
quantitative analysis, the characteristics are abstracted, 
and the history and current situation of network 
security are evaluated. Finally, the internal 
relationship between the collected data and the 
historical network security events is analyzed, the 
possibility network security problems in the future are 
predicted and prevention and response strategies are 
formulated [3]. The architecture of network security 
situational awareness as shown Figure 1. 

B. The Key Technology of Network Security 

Situational Awareness 

One of the key technologies of network security 
situation is the data fusion technology, a unified of 
different security equipment are collected and 
transformed into a standard data format which 
monitors the security log or warning information. As 
the history of security incidents are analysis, the 
prediction of network situation are accurate. 

 

After the fusion of network security data, we need 
to calculate the massive data through a specific 
mathematical formula, that is, through a specific 
mathematical formula, a range is obtained, which 
reflects a value of network security state in a certain 
period. There are four main calculation methods: 
analytic hierarchy process (AHP), fuzzy analytic 
hierarchy process (FAHP), Delphi method and 
comprehensive analysis method [4]. 

The Network security situational awareness is 
based on scientific, the historical security events and 
network security status are compared and analyzed, 
and the network security status in the future is 
predicted and predicted. The kinds of prediction for 
network security situation are three: qualitative 
prediction method, time series analysis method and 
causality prediction method. Combined the current 
network equipment security status data, the network 
security threats and hidden dangers in the future 
period are predicted by the scientific theory and 
reasonable method. 

III. THE NETWORK SECURITY SITUATION OF 

PRIVATE CLOUD 

With the rapid development of Internet plus, 
data is the core competitiveness of enterprises. Data 
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have many kinds such as customer information, 
financial information and other information. At 
public cloud, the core data of the enterprise is 
generally stored in the public network storage 
which provided by the service provider [5]. The 
data which stored in the network are more and more 
openness and convenience, at the same times more 
and more no privacy and insecurity. During the 
enterprise data is transmitted and stored, it is stolen 
easily. It is particularly concerned about that how to 
encrypt core data. In order to better protect these 
data, more and more enterprises have established 
private cloud. But there are many insecure factors 
in private cloud networks: data communications 
insecurity, intentional attack servers, frequent 
sending of service requests in the short term, which 
may affect the reliability of private cloud. 
Moreover if the private cloud was damage, it will 
have a fatal impact on the whole enterprise. 

A. The Security of Virtual Cloud Data 

With the development of new network 
technology, the innovation is occurring in the field of 
cloud computing and big data. In the era of big data, 
network security can be enhanced from many aspects, 
such as physical security, host security, information 
content security, information transmission security, 
etc...In big data era, it is a huge challenge that how to 
analyze massive data, prevent the invasion and attack 
of hackers, improve network security 
countermeasures by taking more active and effective 
network security. 

In the era of big data, it is a service that how to 
store and operate the data. The spread of the network 
viruses is double, the scope is wide. Anti-virus 
technology is the key technology of big data security. 
In private cloud big data, the technology of anti-virus 
are mainly two types: static and dynamic [6]. The 
static antivirus technology mainly monitors the 
network equipment through the monitoring 
equipment, and analyzes the security status of the 
network according to the state of the equipment. 
Dynamic anti-virus technology can protect the bottom 
system resources of the private cloud, which can 
ensure its integrity. 

B. The Key Technologies of Private Cloud 

Network Security 

In the transport layer and storage area, in order to 
ensure the security of private cloud, the enterprise 
will develop a series of network security technology. 
In the transport layer, the transmitted data is 
encrypted. The transmissible important data are 
encrypted by technologies; the receivers decrypt the 
cipher text. After transfer the data security, it is 
important that how to store these data safely. The 
security of data storage mainly includes the boundary 
protection of network data, the mutual isolation of 

data, the disaster recovery of data, etc... In addition, 
private cloud can also protect data access through a 
series of access authentication, including single sign 
on authentication, collaborative authentication, and 
resource authentication and so on. 

In private cloud data boundaries, a series of 
targeted protection is needed. The intelligent firewall 
technology is the most universal. Different from the 
traditional firewall technology, intelligent firewall 
technology is a new firewall technology. It uses fuzzy 
retrieval database, through artificial intelligence 
technology to dynamically identify the data. 
Intelligent firewall technology can prevent hackers 
from scanning network data, which can maintain the 
information security of the private cloud. There are 
three defense modes of intelligent firewall: intrusion 
prevention, cheat prevention and anti scanning. 

IV. THE KEY TECHNOLOGY OF NETWORK 

SECURITY SITUATION IN PRIVATE 

CLOUD 

Private cloud network security can be divided into 
five levels: device security layer, network security 
layer, system security layer, application security layer 
and data security layer. By decomposing the threat of 
each layer and adopting appropriate security measures, 
the security goal can be achieved: confidentiality, 
integrity, availability, controllability and non 
repudiation. 

A. Network Security Situational Awareness of 

Private Cloud in the Era of Big Data 

Private cloud big data has the following 
characteristics: Volume (high capacity): the size and 
amount of data determines the size of the data value 
and potential information; Variety (type): data types; 
Velocity (speed): get the data very quickly; Variability: 
prevent treatment and effectively manage the process 
of data authenticity; Veracity: data reliability; 
Complexity: a large amount of data, multiple sources, 
multiple channels caused by the consumption of 
complexity of data; Value: rational use of big data 
reasonable analysis, create high value at low cost. 
Analysis of large data private cloud platform network 
security situation, a variety of network security 
equipment and network monitoring equipment data 
need to be collected [7]. Vast amounts of data will be 
presented in various ways such as monitoring methods 
and security reporting mechanisms, which draw 
graphics and other reports. Private cloud data have 
many characteristics: massive log information, 
redundant information. But error information cannot 
be used as a direct source of situation awareness; it 
must carry out on-line analytical processing and data 
fusion. 

In big data era, it can collect various types of data 
formats, including log network equipment, security 
equipment, log, the information stored in private cloud 
that operated in service system. So we can have more 
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sources of network security situation awareness than 
ever. Another feature of big data is the rapid 
processing of massive data. People can deeply analyze 
the parameters of network traffic and network data 
[8]. Computational resources need to meet the needs 
of high intelligence model algorithms. In big data era, 
there are four main aspects of network security: First, 
knowledge base can be established by studying 
network attack cases, including principle, 
characteristics, environment, the most common 
equipment and methods; Second, environment 
vulnerability knowledge base can be established by 
analyzing the loopholes of private cloud architecture 
system vulnerabilities and storage devices; third, 
environment threat knowledge base can be established 
by analyzing the architecture topology and equipment 
of private cloud; Finally, by analyzing and comparing 
the three kinds of knowledge base horizontally, people 
can confirm the effectiveness of security incidents[9]. 
Through analyzing the historical security events, the 
network attacks that affect the current network will be 
combed. Ultimately generate security situation 
assessment elements of private cloud, including the 
security threats, the vulnerability, the running health 
status, etc... 

B. The Assessment Index of Network Security 

Situational Awareness on Private Cloud 

To evaluate the security situation of private cloud, 
we should make a comprehensive study from five 
aspects, including physical security, host security, 
network security, data security and content security. 
The study can reflect the security of the storage disk, 
the security of the information system, the security of 
the information itself, the security of the data 
transmission and the security of the information 
utilization of private cloud. Among them, the most 
effective indicator of network security situation is 
network security index. The network security 
situation can measure by the network security index. 
It consists of a three-dimensional network index 
(Runnet, Vulnet, Threatnet).This index represents the 
index of operating dimension, the network 
vulnerability and the network threat dimension. The 
network situations can analyze by security evaluation 
index. Private cloud network security situation 
assessment system is shown in Table I: 

The assessment system of network security 
situational awareness on Private cloud network 
consists of three parts: stability, vulnerability and 
threat of network. The stability of the network is 
reflected by the stability of the hardware and software 
configuration, which focuses on the continuous and 
stable operation of the network in a certain period of 
time. The vulnerability of the network focuses on 
the ability of prevent and disaster tolerance. The 
threat of the network focuses on the various threats 
that collection, analysis and evaluation from outside. 

 

TABLE I.  THE ASSESSMENT SYSTEM OF NETWORK 

SECURITY SITUATIONAL AWARENESS ON PRIVATE 

CLOUD 
 

First level index Two level index Evaluation criterion 

 

 

 

 

 

 

 
Stability 

Network Bandwidth High 

Net Topology Stable 

Total Data Flow Stable 

Ratio change rate of 

packet distribution 

ratio under different 
protocols 

 
Stable 

Ratio change rate of 

packet distribution 
ratio under different 
protocols 

 
Stable 

Mean time to failure Low 

Survival time of 
critical equipment 

High 

 

 

 

 

 

 

 
Vulnerability 

Number of safety 
devices 

High 

Number and grade of 
network viruses 

Low 

The number and level 
of critical data 
vulnerabilities 

 

Low 

System types and 
versions for providing 
external services 

 

Low 

Number and port 
number of open ports 

on Internet 

 

Low 

The key equipment is 
single or not 

No 

The key data backed 
up or not 

Yes 

 

 

 

 

 

 

 
Threat 

Number of alarms Low 

the utilization ratio of 
network bandwidth 

High 

Security event history 
rate 

High 

Data inflow Low 

Inflow growth rate Low 

Number of key 
equipment for external 

service provision 

 

Low 

Distribution of packets 
with different 
protocols 

 

Low 

Critical server supports 
concurrent threads 

High 

C. The Security Situation Warning of Private 

Cloud Network 

At present, the highest level of security defense 
system is network security situation. In order to 
analyze the uncertain information in the network for a 
long time, the advanced analysis technology will be 
used in the private cloud; the scientific rule will be 
provided in the network security situation. 

In order to build a perfect network security 
situation forecast trend map, and improve the 
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availability of security situation prediction, it is 
necessary to establish a long-term monitoring 
mechanism. With the rapid development of the 
network, the network security environment is 
becoming more and more complex, the attack 
intensity is becoming stronger and stronger, and the 
threat is also increasing. Nowadays, the threat of 
Internet is dynamic. In order to provide security policy 
for users, correct decision should be made, and 
dynamic prediction measures should be adopted [10]. 
The core issue of network security situation warning is 
how to predict the network security situation. 

In the private cloud structure, the network security 
situation assessment is usually carried out on the 
storage server side by the fat server - thin client mode. 
The scanning 

and evaluation work cannot be completed rapidly 
when the target scope is large, so the original B/S 
mode is improved to three layer mode, and deal with 
the work in intermediate layer which should be done 
by the server. The intermediate layer can coordinate 
the resource balance of the whole system and improve 
the speed of server disk scan evaluation. The 
architecture of the network security situation 
assessment system of private cloud three layers B/S 
mode as shown Figure 2. 

The evaluation system consists of three parts: 
cloud data center, middleware (Web server and 
system client) and thin client. The working principle is 
that the server of cloud data center defines the 
scanning parameter file, and the thin client accesses it 
through Web. The scanning server submits and 
summarizes the scanned parameter files. The 
vulnerability information report is sent to the analysis 
server, which obtain the network security situation 
assessment. 

 

 

Figure 1. Architecture graph of network security situation 
 

Figure 2. Network security situation assessment architecture diagram of private cloud three 

layers B/S mode 
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V. CONCLUSION 

At present, artificial intelligence has been applied 
to various vertical fields, which has brought new 
opportunities for the development of all walks of life. 
It provides new possibilities for solving the problem 
of network security, such as complex security data, 
lack of real-time, feasible information and 
professional protection technology. In the future, 
based on artificial intelligence and powerful data 
analysis ability, people can anticipate the danger 
ahead, kill the cradle really, and greatly enhance the 
ability of network security defense. With the rapid 
development of the Internet, the core competitiveness 
of enterprise data, such as customer information, 
financial information, and so on, is maintained in the 
form of information data. Many enterprises have built 
their own private clouds to ensure the safe storage and 
use of massive data. In the future, more consideration 
will be given to the use of artificial intelligence to 
solve the security problem of enterprise private cloud. 

It is not overlaying the security equipment simply. 
The construction of information security system and 
information security management system also 
complement each other. In other words, the core of 
enterprise information security is the security 
management strategy which implemented perfectly 
and strictly. Only the network security has improved, 
the enterprise can speed up the pace of information 
construction; people can enjoy the convenience and 
ease of the network safely; the society can be more 
rapid and healthy development. 
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