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ABSTRACT 

Due to the complexity and volume, extracting cipher documents to the cloud is considered one of the most 

effective ways to store data and access. However, ensuring the authenticity of accessing and securely updating the 

ciphertext to the cloud-based on the new data access policy developed by the data owner is two of the key 

challenges of making cloud-based big data storage efficient and effective. Traditional methods completely ignore 

the issue of access policy review or pass an update to a third party's authority; but in practice, renewal of the access 

policy is essential to improve security and address the flexibility caused by a user joining and leaving operations. 

In this paper, we propose a secure and secure control system based on the NTRU cryptosystem for large-scale data 

storage in the cloud. We first propose a new NTRU design algorithm to overcome the initial NTRU design 

failures, and then specify our program and analyze its accuracy, security capabilities, and computational 

efficiency. Our scheme allows the cloud server to successfully update ciphertext when the new access policy is 

defined by the data owner, who is able to verify the update to counter the cloud behavior. It also provides (i) the 

data owner and relevant users to successfully verify the user's access to data, and (ii) the user verifies the 

information provided by other users for direct recovery. 

Keywords: Secret Sharing; Access Policy Update; the NTRU Cryptosystem; Cloud Computing. 

1. INTRODUCTION 
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BIG data is a high volume, and/or high-speed, high-quality data property, which requires new processing techniques 

to enable improved decision-making, insight detection, and process optimization [1]. Due to its complexity and large 

volume, large data management using database management tools An effective solution is to extract data from a 

cloud server that has the ability to store big data and apply user access requests effectively[7]. 

Many of the possible ways to protect big data used in the cloud are based on database-based encryption (ABE) or 

private sharing. ABE-based methods provide data owner flexibility to specify a set of users who are eligible for data 

access but suffer from a high complexity of properly updating access policy and functionality[2],[6]. Secret sharing 

mechanisms allow a secret to be shared and reconstructed by a certain number of cooperative users but they 

typically employ asymmetricpublic key cryptography such as RSA for users’ legitimacy verification, which incurs 

high computational overhead. Moreover, it is also a challenging issue to dynamically and efficiently update the 

access policies according to the new requirements of the data owners in secret sharing approaches. 

As a data owner typically does not back up their data locally after sending data to the cloud, it cannot easily manage 

data stored in the cloud. Besides, as more companies and organizations use the cloud to store their data, it becomes 

more difficult and more important to tackle the problem of policy security consolidation and address the huge forces 

created by users to join and leave jobs. To the best of our knowledge, reviewing the policy on posts big data storage 

in clouds has never been considered by the existing research [3], [4], [5], [8]. 

2. LITERATURE SURVEY 

The big data frequently contains a huge amount of personally identifiable information, how to securely store the 

data, and how to provide access control over the stored data are two biggest challenges. In this survey, we mainly 

summarize the state-of-the-art of securing the big data stored in clouds. Outsourcing to clouds is one of the most 

popular approaches to securing the big data storage, in which the data owners encrypt their data based on 

cryptographic primitives and store the encrypted data to the clouds. In outsourcing, a secure mechanism should be 

established between a data owner and a cloud.  

In order for the cloud to perform operations over the encrypted data, “Fully Homomorphic Encryption” (FHE) was 

usually adopted, which allows direct addition and multiplication operations over the ciphertexts while preserving 

decryptability. Homomorphic encryption was also applied to guarantee the security of data storage and which 

renders it hardly applicable in real-world applications. 

Secret sharing is another powerful technique to protect big data in cloud storage. The most related work to our 

proposed scheme, whose verification procedure can resist potential attacks such as collision and cheating. Two 

schemes were proposed, namely Scheme-I and Scheme-II, based on the homogeneous linear recursion and the RSA 

cryptosystem, in which the homogeneous linear recursion is used to construct the secret share and reconstruct the 

secret, and RSA is used to verify the users’ access legitimacy. The difference between these two schemes lies in that 

the users in Scheme-I mutually verify each other’s legitimacy without seeking help from public values while in 

Scheme-II the users need the help of public values. 

In addition, classic asymmetric crypto solutions will break down in quantum computing; that is, these traditional 

authentication methods cannot satisfy the requirements for authentication in relation to a quantum computer, made 

real by IBM in 2015.For this purpose, we use the NTRU cryptosystem to counter the quantum computing attacks in 

the design of our proposed scheme. 

3. METHODOLOGY 



Juni Khyat                                                                           ISSN: 2278-4632 

(UGC Care Group I Listed Journal)                        Vol-10 Issue-5 No. 5 May 2020 

Page | 107                         www.junikhyat.com         Copyright ⓒ 2020 Authors 

 

In this methodology consists of System Model, Cloud Server, Owners, Users and Improved NTRU 

Cryptosystem. 

 A. System Model 

We consider a cloud storage system that is applicable for both public and private clouds as shown in Fig. 1. It 

has the following three types of objects: cloud server, data owner (owners), and data user (users). 

B. Cloud server 

A cloud server provides spaces for data owners to store their outsourced ciphertext data that can be retrieved 

by the users. It is also responsible for updating ciphertexts when the data owner changes the access policy. 

C. Owners 

A data owner designates the access policy for its data, encrypts the data based on the access policy before 

outsourcing the data to the cloud server, and requests the cloud server to update the encrypted data when a 

new access policy is adopted. It can also check whether the ciphertext at the cloud server is correctly updated. 

D. Users 

        Each user is assigned a sub-key for encrypted data the user is eligible to access. In order to decrypt the 

ciphertext, the user’s eligibility must be verified by at least t - 1 other user that are also eligible to access the 

data. The information provided by the t - 1 verifiers must be validated by the user for correct message 

decryption based on the (t, n)-threshold secret sharing. 

E. Improved NTRU Cryptosystem 

There exist two types of decryption failures in NTRU: the Wrap failure and the Gap failure. In other words, 

the decryption process of NTRU cannot always output a correct decrypted message. To overcome this 

problem, we propose an improved NTRU cryptosystem is shown in Fig 1. 

 
Figure 1. Improved NTRU Decryption 

Let B be the set of users that are eligible to access the outsourced sensitive data in the cloud. Assume that Ui 2 B is a 

user who needs to use the data. According to the access policy, at least t - 1 other user in B should participate in the 

processes of verifying Ui’s eligibility and obtaining the data for Ui. To achieve this objective, we propose a secure 

and verifiable access control scheme for the big data storage in a cloud server in this section. Our scheme consists of 

the following four stages: i) Setup: the data owner initializes the system to generate the public and private keys via 

the improved NTRU cryptosystem; ii) Construction: the data owner generates a sub-key for each user in B, produces 

a message certificate for each message, and stores the data securely in the cloud server; iii)Reconstruction: the user 
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Ui and t-1 other users in B mutually verify each other and work together to help Ui reconstruct the data; iv) Policy 

update: the cloud server instead of the data owner updates the encrypted data with a new policy if needed. 

A data owner has a set of messages S = {S1, S2,…SM} for cloud storage, with M being the total number of messages 

in S. At the setup stage, the data owner generates its public key h and private key f according to the improved NTRU 

cryptosystem and then initializes the system according to the process presented in Fig2. 

 

 

Figure 2. Initializes the system  

The data owner constructs a sub-key for each legitimate user in B, generates a certificate for each message in S, and 

stores the encrypted data into the cloud server is shown in Fig 3. 

 

Figure 3. Construction stage 

The processes of reconstruction and verification are summarized in Fig 4. 
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Figure 4. Reconstruction and verification Stage 

The data owner can dynamically control the access of its data by updating the access policy defined for the data. 

Intuitively, as the ciphertext of the data is stored in the cloud server, the data owner needs to download the 

ciphertext, decrypt it to get the plaintext, and then re-encrypt the plaintext according to the new access policy. This 

is the approach adopted by all existing research. In this subsection, we consider updating the encrypted data at the 

cloud server based on the new access policy, which differs significantly from the traditional approaches. 

4. RESULTS AND DISCUSSION 

Home page of A Secure and verifiable access control scheme for big data storage in clouds is shown in Fig 5. 

 

 

 

Figure 5. Home page of Secure and Verifiable control scheme 

User login page is shown in Fig 6; here the user needs to give correct user id and password to login. 

 

Figure 6. Login Form of user 

End user registration page is shown in Fig 7; here the user needs to give necessary information to get registered. 
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Figure 7. Registration Form of user 

Cloud Server login page is shown in Fig 8; here the cloud service owner needs to give correct user id and password 

to login. 

 

Figure 8. Login Form of Cloud Server 

Home page of Cloud Server and the categories of cloud server menu are shown in Fig 9. 

 

Figure 9. Home page of Cloud Server Main 

All end users are shown in Fig 10 ; in this the cloud service owner can view all the end users, and their 

details. 
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Figure 10. View of all end users in the Cloud Server 

All Data Owners are shown in Fig 11 in this the cloud service owner can view all the data owners, and their details. 

 

Figure 11. View of all data owners in the Cloud Server 

5. CONCLUSION 

In this paper, we first propose to optimize the NTRU cryptosystem to overcome the inherent NTRU design failures 

and present a secure and validated control system based on the advanced NTRU to protect large data sent to the 

cloud. Our scheme allows the data owner to dynamically update the data access policy with the cloud server to 

successfully update the corresponding compatible cipher text to enable effective access to large data management in 

the cloud. It also provides a user authentication process to verify its data integrity for both the data owner and the 

correct t-1 users and for the accuracy of information provided by other t-1 users for recovery. 
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