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ABSTRACT

Now cloud computing is very popular for mobile devices to store, retrieve and access that information

from anywhere at any time. The data security problem is becoming an additional issue to prevent
further development of the mobile cloud. As they have limited resources and resources. we introduce a
weak data sharing system (LDSS) for a laptop. It acquires access technology used in a common cloud
environment known as CP-ABE, in moving cloud environments that transform the building. The LDSS
distributes a large portion of the computational access control transformation in CP-ABE from mobile
devices to external proxy servers. However, to reduce the user relinquishment cost, it introduces
attribute description fields , which is a perplexing issue in program based CP-ABE systems.

Keywords: |- CP-ABE, Data Sharing Scheme, Cloud computing.

1. INTRODUCTION

Mobile devices are become more popular by the development of cloud computing, people became
familiar to share data and stored on the cloud ,which are used to retrieve the data[1] .The cloud has
large amount of resources and it requires limited space and power[2]. In such a plot, it is crucial to use
the resources provided by the cloud service provider (CSP) to achieve high performance which is used
to store and share the data[3].

Cloud mobile applications plays vital role and it is used worldwide to share, store and retrieve the data.
In these applications, owner of the data can upload any photos, videos, documents and other files to the
cloud and share these data with other users. CSPs provides security for the data by preventing the users
from manipulating and data management functionality from data owners. Data owners are allowed to
set to make their data files public (every one) or can only be shared with certain or fixed data users, as
the personal data files are responsive to modify[3]. Distinctly, we can say that it is considerably a
immense challenge for many data owners for the privacy of the flexible data which is easy to modify.
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However the futuristic access management and control mechanisms provided by the CSP are not
supposed to be convenient, suitable and sufficient. It is highly difficult and impossible to meet the
requirements of data owners. CSP may act as a secret agent on user and owner data for its economic
concerns and for other reasons when data files are uploaded by the people onto the cloud, they are
supposed to leave the data where it can be flexible to change and modify. It is very awkward if people
are willing to share the encrypted data they need to send password to certain people to whom they want
to share. The data should be divide into different groups by the data owner which is easier to send
password to the particular groups[5]. Proceed towards requires simple access control. It is difficult to
manage the password in both cases.

To secure the data against the CSP provider, data which can be flexible to change should be encrypted
before uploading onto the cloud. It face critical problem like how to provide efficient access and easy
management mechanisms on decryption which provide plain text to access only the authorized users.
System provides data owners large and efficient management capability of the users, which allows to
permit/cancel data access benefits on the data users. CSP is considered not to be biased and irregular
.The data that is flexible to change must encrypt before uploading to the Cloud and by using the
encryption/decryption key distribution we can control the user authorization. There are four categories
of approaches like, simple cipher text access control, hierarchical access control, access control based
on fully homomorphic encryption and access control based on attribute-based encryption (ABE)[6].
These are designed for system cloud environment which have huge amount of storage and
computational overhead resources and these are not available for mobile devices. ABE scheme takes
prolonged time on mobile devices compared to systems and it takes more than 27 times to execute on a
android than a computer. So computers take one minute and androids take half an hour to complete
encrypt the data.lt reduces the high cost and it is not suitable for smart phones. So we can say that is no
way to sharing the secure data problem in mobile cloud. In this paper we use a Lightweight Data
Sharing Scheme (LDSS) to share the secure data for mobile cloud computing. There some
contributions like We adopt a CP-ABE algorithm based on ABE method called LDSS to manage
access control over decrypted text.

To reduce the revocation overhead problem, we introduced the decryption. At last, the data
shared based on LDSS ,it can reduce the overhead on the user side and less cost on server side[7]. This
is an advantage to at an[8] untrusted server in the presence of transactional updates that run directly on
the database, and develop the first solutions to this problem.

2 .LITERATURE SURVEY
1. A Lightweight Secure Data Sharing Scheme for Mobile Cloud Computing.

Authors Chenglin Shen, Heng He Description: This paper describes that Mobile device has limited
storage and limited computing resources so data can be stored on mobile cloud computing. Any user
can upload data on that cloud also anyone can access that data, so there is security issue related to that
data so, it need to provide security to that data to prevent from unauthorized user. In this paper, design
LDSS-CP-ABE algorithm for provide security to the mobile cloud computing.

2. How to build a trusted database system on un trusted storage. Authors: Maheshwari U, Vingralek R,
Shapiro W.Description:In this Paper, It can identify the problem ensuring trustworthiness of data are
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increasingly accessed by resourceconstrained mobile devices for which the processing cost must be
minimized. this paper, re-encryption mechanism is
3. Achieving Usable and Privacy-assured Similarity Search over Outsourced Cloud Data. Authors:
Cong Wang, KuiRen, Shucheng Yu Description :In this paper, It investigate the problem of secure and
efficient similarity search over outsourced cloud data.In this any user can upload data on cloud and also
achieves the usable and privacy assured similarity search over outsourced cloud data.
4. A flexible mechanism for access control enforcement management in DaaS. In:; Proceedings of IEEE
International Conference on Cloud Computin.Authors: Tian X X, Wang X L, Zhou A Y. Description :In
this paper, First present an approach to implement the flexible access control enforcement management
by applying a DSP re-encryption mechanism also this re-encryption mechanism is used repeatedly.
5. Hybrid attribute- and re-encryption-based key management for secure and scalable mobile
applications in clouds.

3.PROPOSED WORK

LDSS is proposed, a framework for sharing lightweight data in a moving cloud .1t has the
following six elements.

(1) Data Owner (DO): DO load data into a mobile cloud and share it with friends. DO
determines access control policies.

(2) Data User (DU): DU captures data from the moving cloud.

(3) Trust Authority (TA): The TA is responsible for producing and distributing the key of
responsibility.

(4) Encryption Service Provider (ESP): ESP provides encryption services for DO.

(5) Decryption Service Provider (DSP): The DSP provides DU data compilation services.

(6) Cloud Service Provider (CSP): CSP stores DO information. It faithfully performs the tasks
requested by the DO, while it may seek information DO stored in the cloud.

A DO sends data to the cloud. Since the cloud is unreliable, the data must be encrypted before
uploading. DO describes the access control policy in the form of an access control tree in the
data files to provide what attributes the DU should acquire if it wants to access a specific data
File.

4. RESULTS AND DISCUSSION

In future work, we will develop new ways to ensure data integrity. To advance the power

supply in the cloud, we will also learn how to generate maximum returns over existing data

sharing systems.
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Fig.1:Home Page Fig.2:Data Owner Login Page
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After executing it will shows figl,in home page it shows data owner ,user ,trusted
authority &cloud .we must register data owner and then we need login in as shown in fig2

Fig.3:Data Owner with E-mail Fig.4:Key Generate

After login it shows a waiting request as shown in fig 3 and later we need to login in trusted authority &it
will shows the public key is generated ,as show in fig 4.After that we must register with Data User & login
with data user as shown below fig 5.

Fig.5 Data User Registration

6. CONCLUSION

In recent years, most cloud access control research is based on the encryption algorithm (ABE).
However, traditional ABE is not suitable for mobile cloud because devices contain solid content and
only mobile devices have limited resources. This project uses the LDSS to address this issue.
Introducing the novel LDSS-CP-ABE algorithm to migrate larger compression from mobile devices to
proxy servers, so it can solve a secure data sharing problem in the mobile cloud
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